
THE CHALLENGE

Cloud applications, storage, and computing have changed the way people share and store their 
information. It’s inevitable that your investigation will have useful data that is in the cloud. As the 
number of cloud applications grow, examiners need a variety of ways to extract cloud-based 
evidence from suspects, victims, witnesses, and publicly available sources alongside the hardware 
used to upload data to the cloud.  

OUR SOLUTION

Magnet AXIOM is a comprehensive solution for lawfully recovering and analyzing cloud-based evidence 
in a variety of ways from suspects, victims, witnesses, and publicly available cloud sources.  
• Ingest and analyze warrant returns from Google, Facebook, Microsoft, Instagram, Apple, and more. 
• Acquire publicly available information from Facebook, Twitter, and Instagram. 
• Analyze user-generated archives from Google (e.g. Google Takeout), Facebook, and Instagram.  
• Acquire live account data from from 50+ of the most forensically relevant social networks, data 

storage, and email services.  

Magnet AXIOM includes the capability to acquire, process, and/or analyze:
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RECOVER, ANALYZE, AND REPORT ON 
YOUR CLOUD EVIDENCE IN ONE CASE

Examine data from cloud sources, including warrant returns, user generated archives, 
and live cloud acquisitions, plus the hardware used to access cloud accounts all in one case.
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Magnet AXIOM offers you the capability to acquire, analyze, and report 
on data stored or hosted by cloud services and social media networks. 
AXIOM provides a comprehensive view of your digital evidence, including 
cloud, mobile, computer, and vehicle data all in one case.

Learn more at magnetforensics.com

Book a demo today, call us at 1-844-638-7884 or email sales@magnetforensics.com
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Investigate cloud services + hardware all in one case  

Lawfully access password protected cloud services by examining the hardware used to access cloud 
services. AXIOM leverages data recovered from the keychain, keystore, and other data bases to 
surface authentication tokens and passwords. Examiners can access services such as iCloud, Google, 
Facebook, and more. AXIOM also supports two-factor authentication for most relevant cloud services.  

Acquire and analyze publicly available social media data 

AXIOM can acquire public-facing data from social media platforms such as Facebook, Instagram, and 
Twitter. AXIOM supports the collection of open-source intelligence (OSINT), which can offer the most 
up-to-date social media data.

Uncover and visualize connections  

AXIOM automatically discovers relationships between cloud-based evidence, mobile devices, vehicles, 
and computers. AXIOM can also identify which suspects and victims are friends on social media. 

SOME OF THE SERVICES THAT AXIOM RETRIEVES AND EXAMINES DATA FROM:


